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GOVERNMENT OF SAINT LUCIA 

DEPARTMENT OF THE PUBLIC SERVICE
CARIBBEAN DIGITAL TRANSFORMATION PROJECT
TERMS OF REFERENCE
FOR 
Consultancy Services for the Preparation of Detailed Specifications for Turnkey Solution for a containerized Datacenter
1.0 
Introduction
The Caribbean Digital Transformation Program (CARDTP, also referred to as the Project) is a World Bank funded regional initiative currently being implemented in Saint Lucia and four (4) other OECS Countries over the coming five (5) year period to the tune of USD$20M.
CARDTP is designed to address existing gaps in government infrastructure, cybersecurity, cloud infrastructure, platforms and build capacity. The Project enables the government to provide a unified portal for citizens to access digital services and track transactions, continuity of operations procedures, and capacity building of public sector ICT staff in line with the enhanced mandate and workload and to implement, at the regional and national levels, a combination of digital infrastructure enhancements. These are aimed at creating an enabling environment for improvements, support for digitization of the private sector and greater adoption of digital services.
The Project serves to build on the framework of the Medium-Term Economic Development Plan and the National Competitiveness Agenda, the Government of Saint Lucia (GoSL) efforts to improve public sector modernization and develop a domestic digital economy as a top priority to:
I. transform public services delivery utilizing digital technologies and platforms to improve the user experience for citizens accessing public services and to improve the efficiency of internal government operations;
II. mitigate the impact of climate change and natural disasters by putting in place resilient policies and systems that promote government business continuity in the event of natural or other disasters.
III. implement a large-scale public service modernization project (DigiGov) that is supported by various international and regional programs, e.g. Caribbean Regional Communication Infrastructure Program (CARCIP), and is intended to:
a. utilize the connectivity infrastructure developed across the island, as well as nodal infrastructure in the form of a centralized government Datacenter;
b. develop the cross-cutting enablers of digital government including an EA and interoperability framework, digital identification platform (using the MPID numbering system), authentication infrastructure, and a government payment platform;
c. use the developed infrastructure and digital government enablers as a basis for the phased implementation of one hundred and fifty-four (154) digitized public services such as civil registry (birth, marriage, and death registration), drivers’ license application, testing and renewal, permits and authorizations for construction, among others.
Project Components
The following provides a brief description of the project components: 
 
Component 1: Digital Enabling Environment
This component will support the development of a positive enabling environment in the St. Lucia digital economy that drives competition, investment and innovation while promoting trust and security of online transactions.  It will focus on legal, regulatory and institutional reforms to support modernization of the telecommunications and digital financial services sectors while mitigating growing risks of a digital economy, including cybersecurity and data protection and privacy.
The project will also support the development of national level cybersecurity capability to monitor, identify, protect against, and respond to cyber threats and support for requisite enabling environment and capacity improvements at national level. The Computer Emergency Response Team (CERT) will be established using a regionally compatible design and frameworks developed as part of the regionally implemented activities under the subcomponent.
Component 2: Digital Government Infrastructure, Platforms, and Services
This component will support public sector modernization, resilience and delivery of digital public services to individuals and businesses. It will aim to strengthen the digital infrastructure, services, and platforms necessary to implement GOSL public service modernization vision, complementing the DigiGov Project. It will also prepare the GOSL for deeper interconnectivity and interoperability of data and information systems across borders to smooth administration of regional trade, immigration and other services between countries.  Finally, it will aim to ensure continuity of government operations and services, enable real-time data driven decision making, facilitate remote working for civil servants, and ability to rapidly target and deliver payments and social services to citizens and businesses in the event of natural disasters and external shocks. 
Component 3: Digital Skills and Technology Adoption
This component aims to better equip individuals and businesses in St. Lucia for the jobs and economy of the future and to spur innovation and productivity growth.  It aims to create a pool of advanced digital talent to better position St. Lucia to attract investment by digital firms. It takes a comprehensive supply and demand side approach, supporting greater technology adoption and utilization of digitally enabled business models to drive demand for newly skilled employees as well as making connections with global employment opportunities through online working platforms.  
Component 4: Project Implementation Support
This component will support the national Project Implementation Unit (PIU) with management and implementation of the project and associated activities. The project will support capacity building initiatives, as well as PIU staffing through hiring of expert consultants for key areas such as project management, technical advisory and implementation support, procurement, financial management, environment and social safeguards, monitoring and evaluation and strategic communications.
The project comprises three components that address key bottlenecks and harness opportunities to develop the Eastern Caribbean Digital Economy as a driver of growth, job creation, and improved service delivery.  It aims to ensure that every individual and business within the region is empowered with access to broadband, digital financial services, and the skills needed to actively participate in an increasingly digital marketplace and society.  It leverages public sector modernization and digitization to improve service delivery and to drive creation of a digital culture across the region.  It will facilitate technology adoption to improve productivity of flagship industries and create demand for digitally enabled jobs.  It aims to foster regional integration and cooperation to capture the economies of scale and scope required to increase impact and value for money of the project interventions and to create a more competitive, seamless regional digital market to attract investment and provide room for growth of digital firms.  
2.0
Background
Productivity and efficiency gains from the digitization, business process re-engineering, and automation of government operations and public services and use of shared digital infrastructure and platforms are expected to result in significant savings based on time saved.  
Digitization of government services and adoption of a digital payment platform and authentication platform linked to a unique ID number are also expected to result in improved revenue collection by increasing the volume and transparency of revenue generating services, reducing tax avoidance, and reducing leakage from erroneous payments.  The global market of Datacenters has steadily grown in recent years and is expected to continue. This growth is attributed to numerous factors including development of digital economy and rising demand for data storage capabilities, high security and cloud solutions. Public agencies, especially those providing digital services, are focused, among other things, on consolidation of the computing capacity, optimization of energy consumption and reduction of other operating expenditures by using Datacenters. Small and medium-sized enterprises (SME) and governments in small countries demonstrate great interest in mini Datacenters (e.g., modular or containerised) because of cost-effectiveness, flexibility and scalability of this technical solution. 
High initial costs and power consumption along with cooling, efficient power infrastructure need and shortage of skilled IT staff, restrain market growth. Decisions on Datacenter locations and data storage in clouds outside national jurisdictions are influenced by national regulations on data sovereignty.
The IT infrastructure market segment, comprising server, storage and network infrastructure, backup, recovery and automation software, Datacenter infrastructure management solutions and other components, has been contributing to the Datacenter market share significantly and surpassed US$40 billion in 2017.
Information technology and telecommunications, healthcare organizations and governmental institutions are the largest users of the facilities which are designed to manage mission-critical applications from latency-sensitive trading to storage of data of increasing volume and computing and multi-layered operational security. Cloud, edge computing, developments in colocation and hosting services are transforming traditional Datacenters. The Datacenter colocation applications held around 24% market revenue share in 2017. It is mostly caused by enhanced services such as cabling, cooling, space, power and support and maintenance offered by colocation providers.
Strategic alliances, collaborations, and joint venture strategies are the common trends in the industry. Manufacturers are collaborating with system integrators to launch new solutions. System integrators are also partnering with other companies to offer enhanced solutions.
As such, in light of the foregoing, the Government of Saint Lucia is desirous of 
1. Improving the capacity at respective agency Datacenters
2. Encouraging uniformity in the hardware and software of the different agencies
3. Creating redundancy and storage for government data
4. Enabling a secure yet mobile location for housing government data
5. Approving a Datacenter Policy that is inclusive and reflective of the long term vision of the Government of Saint Lucia
3.0
Objectives
i. To assess the current datacenter/computer room for key agencies within the Government service. 
ii. To evaluate existing infrastructure and make recommendations for consolidation or upgrade.
iii. Development of a Datacenter Strategy for the Government including the specification of a Modular Datacenter for back-up of existing sites and hosting of future projects with consideration of Climate change resilience requirements and typical local natural disaster risks.
iv. Preparation of roadmap including Equipment list, technical specifications, staffing and costing for a Network Operation Centre (NOC).     
4.0
Scope of Services

Phase One

. Conduct detailed requirements analysis sessions with relevant stakeholders aimed at gathering and documenting key requirements to develop an integrated and appropriate future state datacenter strategy.

I. Perform comprehensive analysis of the current Datacenter framework, facilities and environments (Appendix I), assessing the suitability of the existing data center facilities to meet environment, technology architecture and infrastructure strategies. Provide recommendations for consolidation or upgrade. (Tasks I & II inform Report #2). Emphasis should be placed on the implementation and use of Virtual Services to achieve Datacenter efficiency. 

II. Undertake a validation exercise with all Stakeholders to provide input on the Infrastructure report (Report #3).

III. With the assistance of the Environment and Social Specialist, evaluate the proposed sites for the location of the Modular Datacenter to determine suitability and impact on datacenter design; and  complete Annex III- Environmental Checklist for each location.
IV. Propose, discuss and agree with the client international Datacenter Design, Cybersecurity, OSS, and operations / maintenance Standard(s) for use in the design and operation of a Modular Datacenter (MDC). Example ISO/IEC TS 22237-1:2021, ANSI/BICSI 002-2019, ANSI/BICSI 009-2019, CENELEC 50600 or TIA-942, etc.
V. Develop technical specifications for the implementation of a scalable Modular Datacenter (MDC) for the Government of Saint Lucia (Report#4) including specifications for construction of suitable base and supporting infrastructure including:

V. appropriate power, lighting, cooling, noise suppression, fire suppression, cable management, physical security, and additional or necessary data center infrastructure.

V. servers and switching equipment to include servers, switched, SAN’s, racks, etc.

V. based on I above, the CDC datacenter should provide at least 120% required capacity in terms of power and cooling and be able to scale up to medium to long demands by the addition of modular components without requiring other significant infrastructure modification.  
V. be in accordance with agreed industry standards (item V above) for data center design. 

V. be in accordance with current St. Lucia building codes and best practices.

V. have the capability to be professionally tested and certified as part of this project.
V. be consistent with future Government initiatives to develop a Hybrid Cloud Infrastructure
V. have a readily implementable operational manual.

VI. Create Design Documents like High Level Design (HLD), Low Level Design (LLD), Migration Procedures and Fallback Procedures etc. for the Modular Datacenter and requirements for upgrade works in accordance with recommendations for upgrade and consolidation of existing infrastructure.
VII. The Consultant is required to support the Client with:
a. holding pre-bid meeting and preparing clarifications to bidders and addenda to the procurement documents for supply and installation of the Modular Datacenter. 

b. technical evaluation of bids and price analysis in accordance with the provisions of the procurement documents for supply and installation of the Modular Datacenter.

c. debriefing and complaint handling in accordance with the provisions of the Procurement Regulations.

VIII. Recommend the Human Resource requirements to successfully operationalize the Datacenter, highlighting numbers, job descriptions, skill sets including ISO certification, aptitudes and training needs;

IX. Develop a monitoring and evaluation matrix 
X. Provide support with preparation of the procurement documents for supply and installation of the Modular datacenter and recommended upgrade works.  (Report #5)

XI. Develop of a roadmap for the implementation a Network Operation Center (NOC) at the Datacenter or other suitable location. The NOC is to provide remote monitoring for the CDC and all GOSL Datacenter / server rooms.
XII. Develop draft strategy for the implementation of the Modular Datacenter 

XIII. Develop draft Government of Saint Lucia Datacenter Strategy incorporating the outputs of I through XIII above. (Report #6 )

XIV. Undertake a validation exercise with all Stakeholders to provide input on the Datacenter Strategy. 

XV. Communicate conceptual designs and maintain documentation created as a result of this consultancy.

XVI. Update datacenter strategy based on feedback from validation exercise and develop final report   which provides a comprehensive overview of phase one of the project and includes the updated datacenter strategy, MDC specifications and NOC roadmap.   (Report #7)

Phase Two

The Consultant is required to support the Client with:

I. managing the contract for the supply and installation of the Modular Datacenter including but not limited to the review of the detailed vendor supplied designs, verification of the technical compliance of the datacenter and its components with the specifications and support with acceptance of the datacenter.

II. knowledge transfer to support government personnel for monitoring and evaluation of Datacenter implementation.
5.0
Project Deliverables
All reports under this consultancy shall be submitted in English.  Reports shall be submitted electronically in PDF format.  All reports and documents relevant to the Consultant’s services, shall become the property of the Government of Saint Lucia (GOSL).
Unless stated otherwise, comments by the Government of Saint Lucia in response to reports submitted should reach the Consultant no later than ten working days after receipt of the respective report.
The services will be provided in two (2) phases as specified below.  Phase II will commence upon successful completion of Phase I.     
Phase One
i. Report #1: Within two (2) weeks of the commencement of the assignment, the Consultant is required to submit the Inception report outlining detailed work plans, methodology and timelines. 
Comments in response by the Government of Saint Lucia should reach the Consultant no later than one (1) week after receipt of the Inception Report.
ii. Report #2: Within six (6) weeks of the commencement date of the assignment, the Consultant is required to submit the report on the existing infrastructure and recommendations for consolidation or upgrade. 
Comments in response by the Government of Saint Lucia should reach the Consultant no later than one (1) week after receipt of the Infrastructure Report.
iii. Report #3: Within ten (10) weeks of the commencement date of the assignment, the consultant is required to submit the Infrastructure Report on stakeholder validations outlining the issues, gaps, recommendations and other inputs received.

Comments in response by the Government of Saint Lucia should reach the Consultant no later than one (1) week after receipt of the Infrastructure Stakeholder Validation Report.
iv. Report #4:  Within seventeen (17) weeks of the commencement date of the assignment, the consultant is required to submit Draft Modular Datacenter Specifications: 
a. The MDC must accommodate agreed recommendations from report 3.
b. Must include outputs from activities iv through vii of Section 4 - Scope of Services  
Comments in response by the Government of Saint Lucia should reach the Consultant no later than two (2) week after receipt of the Draft Modular Datacenter Specifications Report.
v. Report #5: Within twenty-one (21) weeks of the commencement date of the assignment, the consultant is required to, using iv. above, facilitate the preparation of the procurement documents of the Modular Datacenter and upgrade works including qualification requirements, payment schedules etc. applying appropriate World Bank Standard Procurement Documents.
Comments in response by the Government of Saint Lucia should reach the Consultant no later than two (2) weeks after receipt of the report on the procurement documents of the Modular Datacenter. However, Report #6 is deemed to be accepted upon approval by the World Bank if the procurement is subject to prior review.

vi. Facilitate documentation of clarifications to bidders, addenda and/or minutes of pre-bid meeting: In accordance with the schedule of the bidding procedure, the consultant is required to support preparation of clarifications to bidders, addenda and/or minutes of pre-bid meeting.  

Responses to the requested clarifications should reach the Client no later than two working days after receipt of the said request.

vii. Technical Evaluation Report: the consultant is required to submit electronically the Technical Evaluation Report to supplement the Bid Evaluation Report in accordance with the schedule of the bidding procedure. This report should include the technical responsiveness of the bids received including an assessment / evaluation of technical proposals (proposed methodology, work-plan, equipment, and personnel) to determine the firm’s adequacy / capability to perform the contract and verification of price reasonableness.
Comments in response by the Government of Saint Lucia should reach the Consultant no later than two (2) weeks after receipt of the Technical Evaluation Report. However, the Technical Evaluation Report is deemed to be accepted upon approval by the World Bank, if the procurement is subject to prior review, and the Central Public Procurement Board.
viii. Debriefing and complaint review records: Support the Client with debriefing and complaint handling in accordance with the World Bank’s Procurement Regulations for IPF Borrowers (“Procurement Regulations”) dated July 2016 and revised in November 2017 and August 2018.
ix. Report#6: Within twenty-five (25) weeks of the commencement date of the assignment, the consultant is required to submit the Draft report on an appropriate Datacenter Strategy that includes recommendations to address weaknesses and deficiencies identified for each of the sites / agencies indicated in (ii) above. This should at least include:
a. estimated costs for achieving acceptable proficiency, 
b. risks and benefits of addressing the gaps / limitations, 
c. business drivers for the proposed recommendations,
d. design of a Modular Datacenter (from report #4) serving as back-up to existing Datacenter sites/server rooms as well as a centralized datacenter for new services/ projects. The Modular Datacenter should meet the Technical specifications outlined in the Scope of Services in section 5 below. 
e. roadmap for implementation of a NOC, complete with necessary system designs etc.. 
Comments in response by the Government of Saint Lucia should reach the Consultant no later than two (2) weeks after receipt of the Datacenter Strategy.
x. Report #7: Within thirty six (36) weeks of the commencement date of the assignment, the consultant is required to submit the draft final report which includes:

a. The finalized Datacenter Strategy indicated in (iii.) and (iv.) above and should incorporate agreed changes based on feedback obtained during the validation exercise
b. Modular Datacenter specifications. This should include the technical, operational, financial and human resource requirements to operationalize the enhanced datacenter infrastructure 
c. NOC roadmap, complete with necessary system designs etc.
Phase Two

iv. Support the Client with the management of the contracts including but not limited to the review of the detailed designs, verification of the technical compliance with the specifications and support with acceptance of the datacenter, upgrade works and related services in accordance with the contract implementation schedule. 
v. Preparation of a Final Report detailing the achievements, challenges, consultations, final reports and lessons learnt in accordance with both Phases of this Project Consultancy.  
Comments in response by the Government of Saint Lucia should reach the Consultant no later than ten working days after receipt of the Management Report.
Expected Deliverables and Payment Timelines

	Deliverable
	Weeks after Contract Signing
	Payment%

	Phase 1

	Provide Report #1 Inception report including detailed work plans, methodology and timelines to complete the required Scope of Services.

GOSL will respond to report within one week of receipt
	2
	10

	Provide Report #2: Report on the existing infrastructure and recommendations for consolidation or upgrade
GOSL will respond to report within one week of receipt. 
	6
	10

	Provide Report #3: Stakeholder Validations outlining the issues, gaps, recommendations and other inputs received on Infrastructure Report.

GOSL will respond to report within one week of receipt. 
	10
	10

	Provide Report #4:  Draft Modular Datacenter Specifications

GOSL will respond to report within two weeks of receipt
	17
	10

	Provide Report #5: Procurement documents of the Modular Datacenter and upgrade works including qualification requirements, payment schedules etc.
GOSL will respond to report within two weeks of receipt
	21
	10

	Provide Report #6: Draft Datacenter Strategy including recommendations to address weaknesses and deficiencies.
GOSL will respond to report within two weeks of receipt
	25
	15

	Report #7:   Draft Final report including, the finalized Datacenter Strategy, agreed changes based on validation feedback, Modular Datacenter specifications and NOC roadmap with system designs.
GOSL will respond to report within two weeks of receipt

	36
	15

	Phase 2

	Provide Phase 2 Draft Final Report including Support Client with the management of Contract.
GOSL will respond to report within GOSL will respond to report within two weeks of receipt of receipt. 
	68
	10

	Provide Phase 2 Final Report incorporating feedback on draft report,
GOSL will respond to report within GOSL will respond to report within two weeks of receipt of receipt. 
	72
	10

	
	72
	100


6.0      Duration
The assignment is expected to be undertaken over an eighteen (18) month period including the procurement, installation and commissioning activities:
a. Phase One – 9.5 months, and
b. Phase Two – 8.5 months.
7.0 
Project Constraints and Assumptions
i. Existing stakeholders are desirous of resources to improve their Datacenters and improve their ICT infrastructure to better serve citizens, the private sector as well as other government agencies. 
ii. Their support and cooperation will be forthcoming to the Consultant. 
iii. The resources dedicated to this project will be made available for the recruitment of the requisite skills to implement this initiative.
iv. A stakeholder list of agencies is indicated in 10 below to assist the Consultant for the purpose of conducting workshops and interviews for the gathering of user information.
v. The information presented and timeline proposed is sufficient to project execution.
8.0
Dependencies
It is therefore critical that the Terms of Reference proposed be complete and reflective of the full scope of requirements.  It must cater to the current and future needs of all Stakeholders for the next fifteen (15) years. The datacenter must have the capability to be seamlessly integrated into the current operations without significantly affecting current operations. The system must enable the accurate and complete access by all approved agencies seamlessly.
9.0
Expertise Required
Qualifications and skills
· At least a Bachelor’s Degree or equivalent in Electrical Engineering, Computer Science, Information Technology, Information Technology Management or related field. 
Applicants proposing an MBA as ‘related field’ qualifications should detail the components of their MBA study that are relevant. 

· At least five (5) years post qualification related experience. 
· Demonstrated experience in the design and implementation of a Datacenter. 
· Demonstrated knowledge and or qualification in relevant International Datacenter design standard(s) would be an asset. For Example; ISO/IEC TS 22237-1:2021, ANSI/BICSI 002-2019, ANSI/BICSI 009-2019, CENELEC 50600 or TIA-942, etc.
Specific professional experience applicable to the Individual 
· As a principal/lead/Consultant for at least two (2) instances of datacenter design and implementation, one of which must be within the last five years. Provide brief details of the engagement and references.
· Development of Information Technology Strategy in relation to Datacenter. 
· Prior experience in the development and Design of a NOC would be an asset. 
Must possess these other demonstrated skills and aptitudes to include:
· Good understanding of Infrastructure Consulting (Datacenter optimization services) - Datacenter consolidation and migration - Datacenter management 
· Demonstrated knowledge of information security management systems
· Ability to assess the current IT environment and be able to provide appropriate technical solutions to address business challenges related to datacenter optimization
· Demonstrated excellence at articulating & presenting complex technical topics to both executive and technical personnel 
· Demonstrated ability to effectively relate to internal and/or external clients; displaying respect, fairness, courtesy and consideration to client’s needs.
· Demonstrated ability for translating customer requirements into consistent, compliant, value-added solutions, creating associated cost models and associated proposal documentation, managing due diligence and assisting in contract negotiations, as needed
· Demonstrated accuracy, attention to detail and effectiveness to completed work.
· Demonstrated ability to work collaboratively, interact positively and communicate effectively with team members and internal and external clients.
· Demonstrated ability to maintain confidentiality and flexibility in scheduling work assignments as priorities change in a fast-paced environment.
10.0
Stakeholders
At the very least, the entities indicated here (especially those in ICT positions) must be engaged. Others deemed important should be engaged and included in the corresponding reports:

· Public Sector Modernization, Ministry of the Public Service
· DigiGov and CarCIP Projects, Public Sector Modernization
· Government Information Technology Services Limited (GITS)
· Government Information Service (GIS), 
· ICT Officers within the Government of Saint Lucia
· Ministry of Finance, Economic Development and Youth Economy
· Accountant General
· Inland Revenue Department
· Customs and Excise Department
· Department of Education
· Ministry of Health, Wellness and Elderly Affairs
· Ministry of Infrastructure, Ports, Transport, Physical Development and Urban Renewal
· Department of Infrastructure
· Department of Physical Planning
· Division of Transport Board
· Civil Status Registry
· National Council of and for Persons with Disabilities
· Ministry of Equity, Social Justice and Empowerment
· Royal Saint Lucia Police Force
· Saint Lucia Fire Service
· Saint Lucia Electoral Department
11.0 
Responsibilities
11.1
Consultant
· All data, corresponding information, and reports obtained from the Government in the execution of the services shall be properly reviewed and analyzed by the Consultant. All such data, information and reports shall be treated as confidential. 

· As needed, the consultant shall be responsible for arranging living accommodations, transportation, and secretarial services and all other input required for the purpose of the assignment. 

· The consultant shall make his own arrangements for document reproduction, printing and reproduction of all reports during the course of the assignment.

· Due to Covid 19 concerns, remote consultations would be allowed, however at least two site visits are expected, which necessitates that the Consultant be in adherence to the country’s Covid 19 entry requirements at their expense. The Government reserves the right to waive this requirement, in the event that the Covid 19 situation worsens or changes.

11.2    Client
· The Client shall facilitate the participation of necessary entities and institutions and shall provide material support to ensure the successful organization of the planned activities.

· The Client will provide the Consultant with local office space, meeting and conference facilities.

· The Client will provide oversight and strategic guidance during project implementation.

· The Client shall provide access to all available relevant information.

· Unless specifically stated otherwise, the Client shall provide feedback on reports submitted within two weeks of receipt.
· To facilitate the work of the Consultant, the Client will undertake a comprehensive Inventory of Facilities and Equipment presently existing in the Datacenters. Appendix II outlines the information that will be captured and provided.
Appendix I – Existing GOSL Server Rooms
	Datacenter/Server Room
	Location
	# of Physical Servers

	Government Information Technology Services Ltd.
	Castries
	>100

	Ministry of Finance
	Castries
	<10

	Ministry of Health
	Castries
	<10

	Inland Revenue Department
	Castries
	<10

	Ministry of Education
	Castries
	<20

	Customs Department - Castries
	Castries
	<20

	Customs Department - Vieux Fort
	Vieux Fort
	<10

	Police
	Castries
	<20

	Fire Department
	Castries
	<10

	Electoral Department
	Castries
	<10

	Ministry of Agriculture
	Castries
	<10

	DPSM
	Castries
	<20

	Civil Status Registry
	Castries
	<10

	Forensic Lab – Min. of Home Affairs
	Castries
	<10

	Ministry of Infrastructure
	Castries
	<5


Appendix II – Inventory Details
	PHYSICAL SERVERS

	Column Name
	Type
	Permitted Values
	Comment

	Asset ID
	A/N
	
	(optional)

	Server/Device type
	A/N
	Tower, Rackmount, NAS
	

	Server Usage Type
	A/N
	Bare metal, Hypervisor
	Bare metal refers to a non-virtualized server

	Server Function
	
	
	e.g. Active Directory, Fileserver, Database Server, etc.

	Server Name
	A/N
	
	

	Manufacturer/Model
	A/N
	
	Require both 

	Operating System
	A/N
	
	

	Operating System Version
	A/N
	
	

	Height
	N
	1U,2U,3U,4U,5U,6U,Mini Tower, Full Tower
	For rackmount servers, height of server in ‘U’

	No of CPU(s)
	N
	
	

	CPU Type
	A/N
	
	

	RAM (GB)
	N
	
	Amount of RAM in GB

	Serial #/Service Tag #
	
	
	

	Used disk storage
	N
	
	In GB

	Available disk storage
	N
	
	Total unallocated disk space in GB

	Network Uplink
	A/N
	100Mb, 1Gb,10Gb
	

	Status
	A/N
	Active, Offline
	


	VIRTUAL SERVERS

	Column Name
	Type
	Permitted Values
	Comment

	Asset ID
	A/N
	
	(optional)

	Server Name
	A/N
	
	

	Server Function
	A/N
	
	e.g. Active Directory, Fileserver, Database Server, etc.

	Operating System
	A/N
	Server 2003, Server 2008, Server 2008R2, Server 2012, Server 2012R2, Server 2016, Server 2019, Other
	

	Other O/S
	A/N
	
	List name and version of other O/S if applicable e.g. Ubuntu, Windows 8, etc.

	V CPU
	N
	1, 2, 3, 4,6,8
	

	V RAM
	N
	
	In GB

	Used disk storage
	
	
	In GB

	Available disk storage
	
	
	Total unallocated disk space in GB

	Status
	A/N
	Active, Offline
	


	SWITCHES

	Column Name
	Type
	Permitted Values
	Comment

	Asset ID
	A/N
	
	(optional)

	Manufacturer/Model
	A/N
	
	Require both 

	No of ports
	N
	2,4,8,16,24,48
	Data ports (excluding uplinks)

	Port Speed
	A/N
	10MB, 100MB, 1GB, 10GB, 40GB
	

	No of Uplink Ports
	N
	1,2,3,4
	

	Uplink Speed
	N
	10MB, 100MB, 1GB, 10GB, 40GB
	

	Uplink Type
	A/N
	Ethernet, SFP, SFP+, Other
	

	PoE
	A/N
	Yes/No
	

	Ports in use
	N
	
	

	Managed
	A/N
	Yes/No
	

	Estimated Age(years)
	N
	<1, 1-3, 4-6, >6
	

	Manufacturers Support
	A/N
	Active, End of Life
	

	Status
	A/N
	Active, Offline
	


	POWER

	Column Name
	Type
	Permitted Values
	Comment

	Device Type
	A/N
	UPS, Standby generator, Transformer
	

	Assit ID
	A/N
	
	(optional)

	Manufacturer/Model
	A/N
	
	Require both 

	Max capacity (kVA)
	N
	
	

	Capacity used
	N
	
	Percentage. Estimate as needed

	Phase
	N
	Single Phase, 3 Phase
	

	Input Voltage
	N
	120, 240, 415
	

	Output Voltage
	N
	120, 240, 415
	

	Service Frequency
	A/N
	Quarterly, Semi-Annual, Annual, Bi-Annual, No scheduled service
	

	Status
	A/N
	Active, Offline
	


	COOLING

	Column Name
	Type
	Permitted Values
	Comment

	Manufacturer/Model
	A/N
	
	

	Capacity (Ton)
	N
	
	

	Estimated Age
	A/N
	<1, 1-3, 4-6, >6
	

	Service Frequency
	A/N
	Quarterly, Semi-Annual, Annual, Bi-Annual, No scheduled service
	

	Status
	A/N
	Active, Offline
	


	SERVER RACKS

	Column Name
	Type
	Permitted Values
	Comment

	ID
	A/N
	
	

	Manufacturer
	A/N
	
	

	Height (in U)
	N
	
	

	Free Space (U)
	N
	
	

	PDU
	A/N
	Yes/No
	

	Cable Management
	A/N
	Yes/No
	


	NETWORK RACKS

	Column Name
	Type
	Permitted Values
	Comment

	ID
	A/N
	
	

	Manufacturer
	A/N
	
	

	Height (in U)
	N
	
	

	Free Space (U)
	N
	
	

	Cable Management
	A/N
	Yes/No
	


	ENVIRONMENTAL

	Column Name
	Type
	Permitted Values
	Comment

	Device Type
	A/N
	BC/Disaster Recovery Plan, Automated Fire Suppression, Manual Fire Suppression, Smoke Detector, Temperature Monitor, Flood Monitor, Fire Extinguisher, Raised Flooring
	

	Quantity
	N
	
	

	Manufacturer/Model
	A/N
	
	

	Status
	A/N
	Active, Offline
	


	Network Security

	Column Name
	Type
	Permitted Values
	Comment

	Device Type
	A/N
	Firewall, IDS/IPS, UTM, Email Security Gateway, Web Application Firewall, Log Consolidation, Anti-Virus, Backup 
	

	Platform
	A/N
	Hardware Appliance, Installed Software
	

	Manufacturer/Model
	A/N
	
	

	License Status
	A/N
	Licensed, Expired, Not Required
	

	Status
	A/N
	Active, Offline
	


	Access Control

	Column Name
	Type
	Permitted Values
	Comment

	Type
	A/N
	Lock & Key, Fingerprint, Access Code Lock, Swipe Card, Log Book, Electronic Log, Video Surveillance, Security Guard   
	


	Applications

	Column Name
	Type
	Permitted Values
	Comment

	Application name
	A/N
	
	

	Vendor
	
	
	

	No. of users
	N
	
	Estimate

	Application Type
	A/N
	Static Website, Browser Based App, Client Server App., System App
	

	Application Description
	
	
	

	Priority
	
	Mission Critical, High Priority, Medium Priority, Low Priority
	


	Photographs

	Column Name
	Type
	Permitted Values
	Comment

	Hyperlink
	A/N
	
	Hyperlinks to photographs taken at the location. At a minimum, should include photos of any racks (server or switch). Also capture any other noteworthy features such as signs of water leaks, damaged or improper cabling, etc.


Appendix III – Environmental Check-List
ENVIRONMENTAL SOCIAL HEALTH AND SAFETY (ESHS) CHECKLIST 
Instruction: This checklist is to be completed by the Contractor/ CARDTP ESS Specialist to ensure that environmental, social, health and safety measures are implemented on site. 
	Category 
	Title 
	Aspect 
	Compliance 
	Comments 

	
	
	
	Yes 
	No 
	NA 
	

	1. Materials & Resources 
	Management of Construction Waste 
	Construction materials stockpiled to prevent safety hazards for workers or contamination of waterbodies.   
	 
	 
	 
	 

	
	
	Construction waste stored away from water bodies. 
	 
	 
	 
	 

	
	
	Construction waste disposed at an approved St. Lucia Solid Waste Management Authority (SLSWMA)
disposal site. 
	 
	 
	 
	 

	
	
	Hazardous stored in sealed containers and disposed at approved SLSWMA disposal site. 
	 
	 
	 
	 

	2. Solid Waste Management 
	Solid Waste Land Disposal 
	Solid waste properly stored.
	 
	 
	 
	 

	
	
	Solid waste disposed at approved SLSWMA disposal site 
	 
	 
	 
	 

	3. Indoor 
Environmental 
Quality 
	Low VOC emitting materials such as materials, paints, sealants, adhesives etc 
	Materials, paints, sealants, adhesives, etc, with low or reduced amounts of volatile organic compounds (VOCs) used. 
	 
	 
	 
	 

	
	
	Safety Data Sheets available and being used for hazardous compounds.
	 
	 
	 
	 


	Category 
	Title 
	Aspect 
	Compliance 
	Comments 

	
	
	
	Yes 
	No 
	NA 
	

	4. Community Health and Safety 
	Unauthorized Entry 
	Access control measures in place to monitor entry to the construction site 
	 
	 
	 
	 

	
	
	Sites are properly barricaded during construction 
	 
	 
	 
	 

	
	
	Temporary pedestrian walkways provided where access by pedestrians is required. 
	 
	 
	 
	 

	5. Worker Health and Safety 
	Worker Injury 
	First aid kit and emergency plan available for accidents or incidents. 
	 
	 
	 
	 

	
	
	Safety inspection of all equipment and construction site. 
	 
	 
	 
	 

	
	
	Incident reports, if any,  submitted to the CARDTP PIU within 24 hours 
	 
	 
	 
	 

	
	
	Workers provided with PPE`s such as helmets, safety shoes, dust masks, gloves, ear muffs/plugs etc. 

 
	 
	 
	 
	 

	6. Sewage/Wastewater Management 
	Disposal and Treatment 
	Portable sanitary units available for workers 
	 
	 
	 
	 

	
	
	Sewage disposed by WASCO sewage treatment facility to comply with local laws and regulations of Saint Lucia. 
	 
	 
	 
	  

	7. Air Quality 
	Dust Emission 
	Use of dust masks / respirators when working in demolition areas, etc. (according to approved procedures)

Dust control measures being applied.
	 
	 
	 
	 


	Category 
	Title 
	Aspect 
	Compliance 
	Comments 

	
	
	
	Yes 
	No 
	NA 
	

	8. Noise 
	Noise Pollution 
	Use of hearing protection for working around machinery where the noise exceeds 85 dB  
	 
	 
	 
	 

	
	
	Work activities conducted during regular working hours 8 am to 5 pm. 
	 
	 
	 
	 

	9. Labour and working conditions 
	Workers Sexual Exploitation, Sexual Abuse and Sexual Harassment 
	Accident and incident reports submitted to CARDTP PIU and World Bank, within the required time frame. 
	 
	 
	 
	 

	
	
	Contractor Code of Conduct reflecting community, health and safety prevention and mitigation measures, including, prevention of gender based violence and sexual exploitation and abuse. Workers are trained on the Code of conduct.  
	 
	 
	 
	 

	
	Unfair treatment and discrimination and unequal opportunity of project workers 
	No person under the age of 18 years is employed or engaged in any project activity. 
	 
	 
	 
	 

	
	
	The Contractor enforces the Code of Conduct to prevent child labour i.e. any persons 18 year or below and forced labour, avoid discrimination especially of vulnerable groups and allow employees to raise workers concerned.
	 
	 
	 
	 


	Category 
	Title 
	Aspect 
	Compliance 
	Comments 

	
	
	
	Yes 
	No 
	NA 
	

	
	
	The Contractor has an operational project workers grievance Redress (PWGM) Mechanism, so that workers can file complaints or concerns.  The PWGM has channels to uptake SEASH-related grievances, 
	 
	 
	 
	 

	10. COVID 19 
	Exposure and spread of infection 
	Upon entering site staff and visitors must wear a face mask and sanitize their hands – the measure is being implemented 
	 
	 
	 
	 

	
	
	In case COVID19 is still prevailing, adopt social distancing or physical distancing (at least 6 feet) 
	 
	 
	 
	 

	
	
	In case COVID19 is still prevailing: Report to the CARDTP PIU any occurrence of any Covid -19 cases of any workers or family members or persons in contact with those infected. 
	 
	 
	 
	 

	11: Stakeholder 
Engagement  
	Engaging the communities  
	The contractor engages the community in consultation processes that concern and has a Grievance Mechanism (GM) available to community members. The GM has channels to uptake SEASH related grievances.
	 
	 
	 
	 


Additional Comments/Observations 
For the non-compliance(s) identified, describe the corrective actions agreed including timeframe and responsibility to address the non-compliance:  
Completed By 

	Name: 
 

	Signature: 
 

	Date: 
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